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Person

2 5/2010 Carrie DeMuth | Language added for assigning and
closing RFC, update wait / review
period and if a reoccurring
maintenance item add to IT annual
calendar

3 7/2010 Sally Streicher | Added / revised P3 and P4 definitions
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Purpose and Scope:

This procedure is to be used by information technology staff prior to implementing
planned changes to a production component of technology infrastructure, software,
hardware, or other IT service which could affect users of that technology in degradation
of service or service interruption on or off hours.

This is not to be used in unplanned outages. Refer to the Roseville IT communication
plan for communication and incident reporting. Communication Plan

Summary of Procedure:

This process enables staff to propose changes to a production technology environment. It
also allows entire staff to review the request to determine if it may affect other areas of
the City’s technology environment, and then mitigate conflicts accordingly. The change
request priority is determined by the change initiator. The request for change form is then
filled out with the details of the proposed change(s), and submitted through our service
desk. Staff is notified and has 3 calendar days to submit formal concerns through the
service desk ticket created. The change initiator must address the concerns prior to
implementing the change. The IT Director or IT Management may deny the request.

Request for Change
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Definitions:

RFC —represents the request for change process

Technology Environment - technology infrastructure, software, hardware or other IT
service

Technology maintenance - planned changes to a production component of technology
infrastructure, software, hardware or other IT service which could affect users of that
technology in degradation of service or service interruption on or off hours

Change initiator — person requesting the change(s) to the technology environment
Implementer — person or persons performing the change

PI —an emergency change that if not completed immediately will result in eminent
service outage or prolonged service outage. This would be in the category of Unplanned
Outage in the Communication Plan.

P2 — a high priority change which needs to be completed after the 3 day review period or
will result in service outage or prolonged service outage. This would be in the category of
Emergency Maintenance in the Communication Plan.

P3 —anormal priority change. This would be in the category of Planned Maintenance in
the Communication Plan.

P4 — an advisory change. Changes in this category have low potential for adverse impact
to the production environment. This category of change is for advisory and audit
purposes only and does not require additional notification based on the Communication
Plan.

Procedure:

1. Determine priority of the change to be requested. Decision point — P1, P2, P3, P4

a. P1 - If not instituting the change promptly to the production environment
will result in an immediate or prolonged outage, the change can be
considered a Priority 1 (P1) and bypass the Request for Change process.
Refer to Communication Plan Unplanned System Outage trigger and
follow it for communication and incident reporting instructions.

b. P2 —high priority change which needs to be completed right after the 3
calendar day waiting period or will result in any service outage or
prolonged service outage — proceed to step two

c. P3 - normal priority change — proceed to step two

d. P4 —advisory change — proceed to step two
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Priority Guidelines
Redundant Notification
Affected Users | Environment Action . Examples
. Time Frame
Exists
Sinele User Proceed Move/Add/Change -
& Yes/No without RFC Same Day PC, Phone set, Printer,
(1 to 5 users) . . .
notification Radio set
Mtipe s Lo, e
(>5and <25 Yes P4 Same Day . :
Firewall, Server
users)
changes
Ml U b e
(>5and <25 No P3 3 Days . :
Firewall, Server
users)
changes
MDF, DHCP, DNS,
Enterprise Enterprise Router or
Application or Yes/No P3 3 Days Firewall, Server serving
Appliance > 25 users, Radio
Controller
Application issue
Enterprise resolution, Internet
Application or Yes/No P2 3 Days Explorer fix, Security
Appliance patch, Schedule server
reboot
Virus attack, Exchange
Emergency Yes/No P1 Immediately outage, Produgtlor}
Maintenance server or Application

unavailable

A set of similar changes may be grouped together and submitted as one RFC

Exceptions to the required notification period may be reviewed individually

2. Change initiator fills out request for change

a. Create a service desk ticket in Service Desk System
b. Use request for change quick pick

oo

Proceed with change.
3. Staff other than the change initiator has 3 calendar days to research and determine
if there is a conflict or concern that needs to be addressed by the change initiator.

Fill out the form in the description of the ticket
Assign ticket to the change initiator

Submit ticket which will notify IT of the requested change

P4 RFC’s — Submit and Close ticket. The RFC process is complete.




&
(<
S

)
ROSEVILLE

Information Technology Request For Change Page 6 of 6
Revision 3
Concerns need to be submitted as a note on the request for change service desk
ticket.
4. If a concern is submitted by staff
a. the change initiator needs to address the concern in how he/she is going to
mitigate the risk or further test to determine no conflict exists
b. the change initiator then replies to the concern through the service desk
ticket so the mitigation or proof of no conflict is documented
c. If concern can not be appropriately addressed the request for change
submitted will need to be reevaluated, the request altered and resubmit
5. Ifno concern is submitted after the 3 day review period you may proceed with
change. A P2 is now an emergency maintenance trigger in the communication
plan. A P3 is now a planned maintenance trigger on the Communication Plan.
Follow the communication plan to ensure IT staff and customers are properly
informed of the change in accordance with the pre-determined process and

templates.
a. Once the work requested on the RFC is completed, close out the RFC
ticket.

6. Ifthe RFC is requesting a re-occurring maintenance item and is approved it needs
to be put on the [T annual Calendar which resides on SharePoint.

a. Navigate to the IT Business Methodology page on SharePoint and click on
IT Methodology folder on the left side navigation bar.

b. Right Click the IT Annual Calendar document and you will find a check
out option. Select check out document and open the document.

c. Edit the calendar to include your maintenance items in the month they will
occur. Save the document and check the document back in by closing the
document. SharePoint will prompt you for notes on the changes you made
and ask if you want to check in the document.

7. A request for change can be denied by IT management or IT Director

Records Management:

Request for change, concerns and comments entered into Service Desk System

Reference:

Link to Communication Plan document - communication plan
RFC Service Desk Ticket (Link to GSS) — type GSS in your browser or click Service

Desk System
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